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For 25 years now, DKEE has been providing
it's BOPS (Best Operating Parking System)

product line to customers around the world.
DKEE is now proud to bring this product in
full force to the United States.

< Automatic
Pay Station

Ticket

A Dispenser

Barrier
(Also Available
without LED Beam)

® BOPS510 (Magnetic Ticket Solution), BOPS530 (Recycling
Smart Card), BOPS540 (Barcode Ticket Solution).

© Qur patented ICC technology provides the industries fastest
transaction (0.9 seconds) between the management
computer and all local units.

® In-lane payment via credit card or debit card are also
available upon request.

© The DKEE Auto Pay Station (Pay on Foot Station) allows your
customers to pay prior to returning to their vehicle,
streamlining the exit and payment process, meanwhile
allowing you to automate the payment process via coin,
cash, validation, credit card or debit card.

® The DKEE product line is designed to work with any sized
parking lot or garage, easily coordinating with the systems
computer revenue control systems.

For further information, please call and visit our website at
www.dkee.com

4 DKEE-USA Inc.

US office : 3701 Wilshire Boulevard, Suite 520, Los Angeles, CA 90010
*E-mail : salesusa@dkee.com «www.dkee.com
*Phone: (213) 380-2611 «Fax : (213) 380-2613

Head office : 6fl, Ace Techno Tower , 197-17, Guro3-Dong, Guro-Gu,
Seoul, 152-053, Korea «E-mail : dkee@dkee.com
«Tel:+822838-2611 «Fax:+822859-8050

Please feel free to also contact any of our distributors
located through the United States and South America

See us at the IPI booth #825

PCI DSS: Pre

BY PETE GOLDIN

(Technology Editor Pete Goldin
brings us up-to-date on PCI DSS and
its effect on parking worldwide.)

LTHOUGH THE PAYMENT
Card Industry Data Security Stan-
dard (PCI DSS) is gaining global
recognition, many parking facility
operators around the world do not
realize this standard applies to them.

The PCI Security Standards Council — established by
the world’s largest credit card companies, including Ameri-
can Express, Discover, JCB, MasterCard and Visa — has
developed the PCI DSS to direct merchants on exactly how
to protect cardholder data.

Compliance with the standard is a requirement for any
merchant anywhere in the world that stores, processes or
transmits credit card data. However, says Bob Russo, Gener-
al Manager of the PCI council, merchants outside the U.S.,
especially in emerging economies, are not always aware of
the standard.

In fact, Russo says he spends much of his time traveling
around the world educating merchants, banks and govern-
ments about this important standard.

The PCI DSS includes requirements for security man-
agement, policies, procedures, network architecture, soft-
ware design and other crucial measures to help merchants
proactively protect customer account data. At the core of PCI
DSS are the following requirements:

* Build and maintain a secure network by deploying a
firewall and avoiding vendor-supplied defaults for system
passwords and other security parameters.

* Protect stored cardholder data and encrypt transmis-
sion of cardholder data across open public networks.

* Maintain a Vulnerability Management Program by
developing and maintaining secure systems and applications,
as well as using and regularly updating anti-virus software.

* Implement strong access control measures that
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restrict access to cardholder data on a
business need-to-know basis; limit
physical access to cardholder data;
and assign a unique ID to each person
with computer access.

* Regularly track and monitor all
access to network resources and card-
holder data, and test security systems
and processes.

* Maintain an Information Secu-
rity Policy.

PCI and Payment
Technologies

One of the parking industry’s PCI
challenges is the popularity of the
unattended payment terminal (UPT).
Russo notes that the UPT presents a
different set of challenges, when com-
pared with an attended terminal. That
the payment terminal is unattended
is, in fact, an inherent security issue,
he says.

Second, a UPT has more moving
parts than an attended terminal. UPTs
generally have keypads, screens, and a
printer for receipts or exit cards, and
these components are all contained in
a cabinet that must be secure. In addi-
tion, each one of those devices has to
follow a standard to be secure.

The PCI council manages two addi-
tional standards that guide merchants in
selecting technologies that have been
evaluated for PCI compliance.

It assesses off-the-shelf applica-
tions via the PA-DSS (Payment Appli-
cation Data Security Standard) and
payment terminals that process PINs
(Personal Identification Numbers)
through the PTS (PIN Transaction
Standard). Developers have the option
of bringing applications to the PCI
council or one of its assessment com-
panies to have the technology validat-
ed. Once certified, the applications are
listed on the PCI council website.

“Choosing an application that is
already PCI compliant does not make
you totally PCI compliant. However, it
makes it easier to become compliant if
you are using a certified application,”
Russo explains. He adds that it is not
mandatory for developers to get appli-
cations assessed or for merchants to
purchase equipment listed on the site.

Still, in-house payment applica-
tions developed by merchants or serv-

ice providers must be secured in accor-
dance with the PCI DSS.

‘More About Security Than
Compliance’

Russo stresses that any parking
facility anywhere in the world that

processes credit card transactions must
be PCI DSS compliant.

“First of all, if you are not compli-
ant, look at what you need to do to
become compliant right away, because
this is basically the law — you need to be

Continued on Page 42
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Too good to be true?

Hear what our customers have
to say, watch their video at
www.ecoparkinglights.com

Contact us at (866) 897-1234 or info@ecoparkinglights.com

PROVEN
LEADERS IN
LED AND
INDUCTION
; TECHNOLOGIES ¢

Upgrade your lighting
equipment and start
saving money today!

Installed projects with No Capital
Expense that provide Positive
Cash Flow from day one...

WE MANUFACTURE:
e LED Lighting

¢ Induction Lighting

e Wireless Controls

¢ Retrofit Kits

WE OFFER:

e Warranty: 5 Years Parts and Labor
on Select Models

e Lighting and Payback Analysis
e EPACT Tax Deduction Validation

e Guaranteed Savings Programs
and Leasing

See us at the IPI booth #369
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compliant,” he advises all parking lot
owners and operators. All the necessary
compliance information is available at the
PCI council website — www.pcisecurity-
standards.org — including educational
material, a compliance guidance docu-
ment and a list of third-party assessors.
“In today’s economy, the worst thing
that can happen is that your customers
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walk away,” Russo says. “If you have a
breach at your parking lot, because you
are not secure, your customers might not
come back.

“In the event
of a (security)
breach, fines are
imposed from the
credit card compa-
nies to the acquir-
ing bank that
processes the credit
card transactions,
and they pass it
down to the mer-
chant. But the fines are the least of your
worries,” he adds. “If your customers
walk away, you are out of business.

“Plus, once there has been a breach,
there are going to be lawsuits,” Russo
says, “and it is going to cost you so
much money and take so much time
away from running your business that it
just makes more sense to comply with
the standard. It’s faster, it’s easer, it’s
cheaper, and you’ll be secure.

“PCI DSS is more about security
than compliance,” Russo notes. “The
PCI DSS guidelines are best practices in
the security industry, not just for credit
card data but any data you want to pro-
tect. If you become secure, compliance
follows as a byproduct. Your best
defense against a (security) breach is to
be complaint with this standard.”

That is why, Russo says, merchants
should focus on becoming secure, not on

One of the parking industry
PCI challenges is the
popularity of the unattended
payment terminal.

.................................................................................

becoming compliant. When a merchant
focuses only on compliance, it becomes
a check-the-box exercise, and if they

........................................................

don’t follow through, they are not really
secure. In addition, while merchants
might be compliant at a point in time,
they rapidly fall out of compliance if
they are not following the PCI DSS
guidelines on a regular basis.

As a poignant reminder of why the
PCI council exists in the first place,
Russo warns parking facility operators
that credit card thieves are out there
right now developing new ways to com-
mit fraud.

“They are becoming more sophis-
ticated, there is no question about
that,” Russo concludes. “It is an arms
race to try to stay ahead of these guys.
They have nothing to do all day except
figure out ways to steal your credit

card data.”

Zeag Integrated Parking Solution
Benefits Electric Car Drivers

Zeag Group, a leading provider of parking solutions, has unveiled its new integrated
solution for electric car charging and parking. The eZEcharge system does away with the
need for separate payments for parking and charging.

Zeag identified the problem and developed a software solution and an integrated
charge and payment point for use in parking facilities. It said the system, which accepts
all payment methods, should appeal to local authorities who are looking to generate rev-

enue but also reduce carbon emissions.

David Jones, Chief Marketing Officer of the Zeag Group, said: “Local authorities
can use the system to expand their charging bays and encourage use of electric vehicles

by making it easier to park and charge.”

The system also has the capacity for variable charging: Drivers can pay for parking
and charging in a single transaction. Parking facility operators can offer competitive
charging, discounting parking, for example, if drivers are charging their vehicles at the

same time.
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